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Abstract
Social media platforms have increasingly become news sources. Due to the fact that
people expose stories and narratives and various topics about people and media,
including fake news, they are different from traditional media. In this research, in
order to identify the components and design the behavioral model of users in social
networks in dealing with fake news, foundational data theorizing was used, with
semi-structured interviews with 9 experts in the field of communication and the use
of Strauss coding method and Corbin in data analysis, six dimensions of the model,
including causal conditions, background conditions-housing conditions
(infrastructural and superstructure), intervening conditions, main phenomenon,
strategies and consequences, along with propositions corresponding to them, were
developed. Also, to check the validity of the results The research and its reliability
used the reliability test between the coders for the conducted interviews, which states
that the reliability of the codings is confirmed and it can be claimed that the validity
level of the current interview analysis is appropriate. Expected consequences that can
be faked as a result of the implementation of processes, actions and strategies of
users' behavioral patterns in social networks in dealing with fake news. Finally, based
on the propositions obtained, the consequences in the model of this research are:
reducing the number of fake news, improving attitudes and beliefs, reducing trust in
unreliable sources, improving social interaction, improving the user pattern,
increasing the knowledge of users.
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1. Background and significance of the research

The expansion of social media platforms in the last decade has transformed the
structure of news production and consumption. In this space, users are no longer
simply recipients of information, but also produce and republish content themselves.
This development has led to the formation of a kind of “new news ecosystem” in
which the speed of information circulation is very high and it is difficult to control
the accuracy of the content. As a result, fake and incorrect news is published with
various goals, including inciting public opinion, political exploitation, gaining
economic benefits, and destroying the reputation of official institutions.

Global research has shown that fake news is republished on social networks five
to six times faster than real news, and its publication cycle is more due to the
behavior of human users than automated robots. This issue has become one of the
fundamental challenges in the field of communication and media in Iran, given the
high penetration rate of the Internet and the widespread membership of users in
platforms such as Instagram, Telegram, and X (formerly Twitter).

On the other hand, Iranian users are exposed to a bombardment of information
in which the boundaries between reality, news, and rumors have become blurred.
Weakness in media literacy, low trust in official media, and the appeal of emotional
content have led to the formation of behaviors that can strengthen the cycle of
spreading fake news. For this reason, it is necessary to identify the scientific and
behavioral pattern of users in dealing with this phenomenon so that effective

strategies can be designed based on it to reduce negative effects.

2. Purpose and significance of the study
The present study, entitled "Presenting a behavioral pattern of social network users
in dealing with fake news and explaining the reasons for its formation," seeks to
scientifically explain the relationships and factors affecting users' behavior in
cyberspace. This study, while identifying behavioral components, has attempted to
analyze the reasons for the emergence and continuation of user behavior using
scientific modeling. The main objectives of the study are:

Identifying causal, contextual, and intervening factors affecting user behavior
against fake news;

Extracting strategies and consequences resulting from this behavior;

Providing a native model to explain Iranian user behavior within the framework
of data-driven theory and analyzing its relationships through structural equation
modeling (SEM).
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From a scientific perspective, this study fills the gap in previous studies; because
most research in Iran and the world has focused on one dimension of the problem,
such as media literacy or trust, while this study has comprehensively examined the

relationships between all dimensions of user behavior.

3. Theoretical Framework and Review of Previous Research

At the theoretical level, this study is based on several important perspectives,
including audience dependency theory, usage and satisfaction theory, and the
concept of media and information literacy. Audience dependency theory states that
the more dependent individuals are on media to meet their cognitive, social, and
emotional needs, the more likely they are to be influenced by the content. On the
other hand, the use and gratification theory assumes that audiences actively select
media to meet their informational and identity needs. Therefore, users’ motivations
and expectations play an important role in shaping their behavior when faced with
fake news. In addition, the level of media literacy acts as a moderating variable: users
with high media literacy are able to distinguish between truth and falsehood and
avoid republishing false news.

A review of domestic and foreign research literature showed that the scope of
users’ behavior towards fake news has been studied less by combining digital
governance, platform algorithms, and social attitudes. In Iran, studies by Karimi et
al. (2010), Sharifi and Mohammadi (2011), and Soleimani (2019) have examined the
role of media literacy and trust, but a comprehensive behavioral model has not been
presented. Internationally, research by Vosoughi et al. (2018), Pennycook & Rand
(2019), and Chang et al. (2021) has also raised the importance of cognitive and
algorithmic. This study has attempted to fill this gap by combining data-based

theoretical approaches and structural equation modeling.

4. Research Methodology
The present study is of a fundamental-applied type and has a mixed approach
(qualitative-quantitative).

In the qualitative part, Grounded Theory was used to extract the dimensions of
the model. Data were collected through semi-structured interviews with 10 experts
in the field of media, communications, and technology. After open, axial, and
selective coding, six main dimensions of the model were extracted:

—  Causal conditions

—  Contextual conditions
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— Intervening conditions
—  Main phenomenon

—  Strategies

— Consequences.

To ensure the validity of the data, an inter-coder reliability test was used, with an
agreement rate of 82%, indicating the desired reliability of the qualitative analyses.

In the quantitative section, data were collected from the statistical population
including users and employees of Digikala Company using a researcher-made
questionnaire based on the findings of the qualitative phase. The sample size was
determined by the Cochran formula as 385 people. The validity and reliability of the
tool were examined and confirmed by confirmatory factor analysis and Cronbach's
alpha. Data analysis was performed using SPSS and SmartPLS software using the
structural equation modeling (SEM) method.

The model fit indices (CR, AVE, Rsq, GOF) were all within acceptable limits, and
the conceptual model was able to explain a significant portion of the variance in
users' behavior.

5. Findings
The results of the analyses showed that:

Causal conditions (low media literacy, imitative behaviors, tendency to quickly
accept news)

Contextual conditions (media culture, user experience, type of social network,
in-group social relationships) have a significant mediating effect on how news is
received and interpreted.

Intervening conditions, including platform algorithms, advertising, and content
display policies, can change the intensity or weakness of users' behavior in the face of
fake news.

Strategies include media education, creating awareness campaigns, promoting
interaction with credible sources, and utilizing artificial intelligence technology to
identify false content.

Outcomes are categorized at two individual and social levels: increasing users'
trust in the media, reducing the reposting of fake news, improving social
interactions, and promoting the media culture of society.

Based on the path coefficients in the SEM model, the effect of causal conditions
on the pivotal phenomenon had the highest coefficient (p = 0.64), while intervening
conditions showed a moderating coefficient (p = —0.28) and education and
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technology strategies showed the highest positive effect on reducing harmful

behaviors.

6. Discussion and Explanatory Analysis

The analysis of the findings shows that users' behavior towards fake news can be
considered an adaptive response to the information environment. Users often trust
imitative patterns and emotional content more in conditions of uncertainty. This is
rooted in a combination of social and technological variables: on the one hand, a
weakness in critical thinking, and on the other, the design of algorithms that
encourage rapid reposting of content.

The role of media literacy is decisive in this, because users with stronger
cognitive mechanisms are able to evaluate the source of the news and show greater
resistance to emotional stimuli. Thus, causal conditions have a more direct and
stronger effect than other dimensions.

Effective strategies in this field are not only technical but also cultural. The use of
artificial intelligence to detect fake content is effective when accompanied by
training and promotion of media literacy. The findings also indicate a positive
relationship between users' social interactions and the reduction of the spread of fake
news; That is, more active and informed users exhibit more responsible behaviors in

the network space.

7. Conclusion
By combining two qualitative and quantitative approaches, the present study
succeeded in presenting a comprehensive model to explain users' behavior towards
fake news. According to the final model, users' behavior is the result of the
interaction of causal, contextual, and intervening conditions and the
implementation of educational and technological strategies, which ultimately lead to
positive social and individual outcomes.

The key conclusion of the study emphasizes that confronting fake news requires
a multidimensional approach that simultaneously considers three levels:

Individual level: promoting media literacy and strengthening critical thinking;

Social level: developing a culture of dialogue, civic and social responsibility of
users;

Technological level: designing transparent algorithms and smart tools to detect
fake news.
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In summary, the present study showed that Iranian users’ behavior on social
networks is a combination of cultural tendencies, cognitive motivations, and
algorithmic influences, and for its effective management, both educational policies

and media technologies should be applied in an integrated manner.

8. Limitations and Future Suggestions

Among the limitations of this study is the focus on a specific statistical
population (digital goods users), which may reduce the generalizability of the results.
Also, psychological variables such as emotion, information anxiety, and social
identity of users have not been fully investigated.

It is suggested that in future studies:

The proposed model should be tested in different networked communities;

The impact of recommendation algorithms and content filtering on user
behavior should be examined;

Comparative approaches should be implemented between different generations
or cultural groups;

Al tools and media education should be localized at the school and university
levels as practical solutions.

Keywords: Fake news, social networks, user behavior, media literacy, data-driven

theory, structural equation modeling, platform algorithms.
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