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Abstract
This research examines how Iranian online services use crisis response strategies,
focusing on image repair strategies during the hacking crisis of these services. Using
William Benoit’s image repair theory, the media messages of these companies—
including Tapsi and Snappfood’s X tweets, Tapsi and Snappfood’s Instagram posts,
announcements and content published on Snapp and Tapsi websites, hacker group
announcements on Telegram, and user comments on X—were studied. For data
analysis, the theory-driven content analysis method was used. The results indicate
that the “reducing offensiveness of event” strategy (transcendence type) and the
“corrective Action” strategy were used by both companies. Tapsi used denial,
evasion of responsibility, reducing offensiveness of event, corrective action, and
mortification; while Snapp used reducing offensiveness of event and corrective
action. The strategies were incompletely implemented by both companies, and both
hacking incidents faced negative user reactions on social media. Given the monopoly
position of these companies in service provision and the absence of a competitive
environment, they have undertaken minimal efforts to mitigate crisis damages to
stakeholders and preserve their image.
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Introduction

Nowadays, information and security crises have become an inevitable part of the
challenges faced by large organizations and corporations. Data hacking is a major
security crisis that leads to widespread violations of user privacy. Hackers target
large organizations with motives such as extortion, data trafficking, or gaining
notoriety. Companies, in turn, employ various strategies for crisis communication
and corrective measures in response to such breaches. These crises not only raise
widespread concerns about data security and user privacy but can also severely
damage a company’s reputation and credibility. Consequently, stakeholders may
lose trust in the affected companies, ultimately leading to a significant decline in
profits and revenue.

Therefore, effective crisis management and the implementation of crisis
communication strategies are crucial for businesses. In this context, image repair
strategies play a vital role in restoring public trust. Thus, the focus of this research is
to examine how two companies, Snappfood and Tapsi, utilized crisis
communication strategies following the hacking of their information systems to
mitigate the damage caused by the crisis and preserve their corporate image among
users. Subsequently, we will briefly outline the crises these two companies faced.
Since corporate Image is a critical concern, companies in crisis situations not only
strive to mitigate the damage but also employ Image repair strategies to design their
post-crisis messaging, thereby safeguarding their image and credibility. In this study,
using thematic analysis and an examination of Snappfood and Tapsi’s media
responses following the crisis, we aim to demonstrate how these companies applied
Benoit’s Image repair strategies to minimize harm and rebuild their Image among
customers. Accordingly, this research seeks to answer the following three questions:
1. Which of Benoit’s reputation repair strategies were used in Snappfood and Tapsi’s
post-crisis media communications following the hacking of their systems?

2. How do the strategies employed by Tapsi and Snappfood differ from each other?

3. How did users react to these crises?

Purpose

A review of crisis communication research indicates that hacking of organizational
information systems is one of the most severe crises faced by organizations in the
internet age. However, within the Iranian academic sphere, no study has yet been
published that examines information system hacking from a crisis communication

perspective—particularly through the lens of image repair theory.
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Thus, this study can serve as a starting point for exploring crisis response strategies,
specifically the application of image repair theory, to guide organizations in

managing such critical situations.

Methodology
In this study, we employed theory-driven content analysis, a widely-used method for
analyzing media texts. We specifically focused on Benoit's theoretical framework to
guide our content analysis.
We examined a comprehensive dataset to investigate the crisis communication
strategies of both companies, including:
1 X (Twitter) posts by Tapsi and Snappfood 2. Instagram posts by Tapsi, Snapp,
and Snappfood
3 Official statements published on Tapsi and Snappfood websites 4 .Announcements
in the hacker group's Telegram channel 5 User tweets responding to Tapsi and
Snappfood's reactions.
We collected all tweets, Instagram posts, and website content from:
-The hacking date (September 2, 2023 for Tapsi; December 31, 2023 for Snappfood)
-Until the article's writing date (March 5, 2025)
-For Tapsi: The Twitter thread by Milad Monshipour (Tapsi's founder) served as
the primary reference
-For Snappfood: The official Snappfood Twitter account and the company's 2023
annual report were analyzed
(Note: While we examined all tweets from both accounts during the post-hack
period, none of them addressed the hacking incident on their Instagram accounts.)
Researchers conducted thematic analysis to identify crisis communication strategies
based on the theoretical framework. To assess user reactions (our secondary research
question), we performed data-driven content analysis of:
131- relevant user responses to Monshipour's tweet (after removing irrelevant ones)
-157 relevant responses to Snappfood's tweet
(Note: User reactions on Instagram weren't analyzed as the companies didn't post
about the hacking incident there.)
We also analyzed 10 announcements from the hacker group (IRL eaks Telegram

channel) to enhance the findings' accuracy.
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Findings

The table below compares the image repair strategies employed by Tapsi and

Snappfood following the hacking of their information systems:

Table 1: Comparison of Snap Food and Tapsy's responses to the hacking of their information systems

Strategy Type Platform
Denial Shift the Blame TAPSI
Evasion of Responsibility Good Intentions TAPSI
Bolstering Snappfood
. . Minimization Snappfood
Reducing Offensiveness of Event
Transcendence TAPSI- Snappfood
Attack Accuser Snappfood
Corrective Action - TAPSI- Snappfood
Motification - TAPSI

As clearly demonstrated in the table above, Tapsi implemented a comprehensive
array of image repair strategies following the data breach, including: denial (shift the
blame), evasion of responsibility (good intentions), reducing offensiveness
(transcendence), corrective action, and mortification. In contrast, Snappfood
adopted a more limited approach, utilizing only two primary strategies: reducing
offensiveness (through bolstering, minimization, transcendence, and attack accuser
tactics) along with corrective action strategies. This strategic divergence highlights
fundamentally different approaches to reputation management in crisis situations,
with Tapsi employing a more diversified response framework while Snappfood
focused on minimizing perceived damage through selective techniques.

User Reactions Analysis:

On Instagram, users who became aware of the hacking incident posted comments
related to the breach under the companies' unrelated posts (those addressing other
topics). While the number of such comments remained limited, none received
responses from the social media administrators of either service.

The response pattern on X (formerly Twitter) proved markedly different. Notably,
the Snappfood hack became a trending topic on Persian X, generating substantial
user engagement. Since the hacking group had leaked samples of the compromised
data, many tweets featured users humorously engaging with and mocking the

leaked samples.
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Conclusion

Overall, the analysis reveals that both companies employed similarly ineffective
approaches, failing to fully manage the crisis. While the situation was eventually
contained, this was likely due more to user apathy—where many customers showed
little concern for their compromised data, defaulted to humor as their primary
reaction, and had no competitive alternatives to Tapsi and Snappfood—rather than
effective crisis management.

The companies’ flawed strategies, particularly delayed communication and denial
(evidenced by their silence on Instagram), exacerbated negative user reactions, at
least in the digital sphere. Although some corrective measures and cybersecurity
improvements were implemented, the initial denial and lack of transparency
significantly undermined their crisis response.

This case underscores the urgent need for companies to reform their crisis
communication strategies, particularly when handling such incidents. Crucially,
organizations must prioritize culturally and socially attuned crisis communication
tailored to Iran’s context to rebuild customer trust.

Proactively investing in robust crisis communication frameworks should be viewed
as forward-looking strategic expenditure. Such investment not only safeguards
reputation and stakeholder interests during crises but also mitigates long-term

financial and operational risks.
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